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* Qol and the integrity of sensor data sources 5n4 capable of detecting and isolating some

may be compromised by causes such as r . o . .
. . . sensor misbhehaviors in an on-line fashion.
drifts, calibration, and faults.
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Proposec Solution: Analysis Framework and Systen Architecture
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o Spatic-temporal correlation and redundancy are (
to distinguish faults from environmental changes.

Fusion module leverages the fault information
robust estimate of the events of interest.

 The estimate of event of interest is used to predic
iIdeal sensor reading at that time, and is fed back to
local tier for next step of the process.

For a giverwell-defined even: .
 Model the characteristics of sensors and network

* Analyze theirimpact onthe eventuaQol

 Mix and match different models for an optimizgesign

Applications: Acoustic Eventand Hot Spot Detectiomn

Fault/[event]
Detection

Scenaricdescriptiorand assumption:10 temperature sensc
are distributed at known locations to estimate the unknown
iIntensity of a hot spot at known locati

Scenario description and assumpti

4 acoustic sensors are at known locations.
*Acoustic event occurs at known locatior
unknown times and have a pulse shape
sighature and lasts for 10 minutes

eSensor 1 is the closest one and faulty wi
gain of 0.5.

Robust intensity estimation approach:

Local fault detector looks for parameters estimates w

are out of the predefined normal bound and detects faults.
*Global fault detector averages the measured values of the

Fault/event detection approach: non-faulty sensors
Normal bounds for the state space model 06
E Y

parameters ( with event or no event ) 08y | /&Ejiw

defined based on the known event signatures. o L R .A),M\; -
7y iy )\ "WM'\\'["‘W \ i |
! Mﬂ/" RN S B

W ’ i ol " TwoTierFDl truth

Local fault detector looks for parameters

estimates which are out of the normal bound. N A | E_E Y
R B v o o 60~ \ idealFDI ~truth :
06F Eiltseition \giaSEd - o |

ho event
Sensor 30

*Global fault detector gives less weight to the ./ ™\
nodes which are further from event and z RS
weight to faulty nodes. T MoneCaroTrs

Model Parameters Estimate

MSE in estimating hotspot intensity

bU T I I I T T I | | 120

event detection decision

“"--.________,/

event

(degC)”

® rcality
® with No fault detection
® with Fault Detection

o]

Parameter B estimal

| |
16 18 20

_0 8 | | | | | | |
0 10 20 30 40 50 60 70 80

Time In minute




