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Experimental faulty data

• Sensor network takes noisy /faulty samples of ����������
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Experimental faulty data
• Sensor network takes noisy /faulty samples of 

the phenomena, processes them to provide the 
application specific final decision to the user.
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application specific final decision to the user.
• QoI (Quality of Information) : is a measure 

of reliance, consistencyand correctnessof the 
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of reliance, consistencyand correctnessof the 
provided decision to the user (e.g. probability 
of error (Pe)  in event detection).
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Goal: Analyzeanddesigna sensor network
whichsatisfiesrequestedQoI by end-user,

------ Mote 1:good ------ Mote 3:good 
-------Mote2:stuck at -------Mote 4:static
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of error (Pe)  in event detection).
• QoI and the integrity of sensor data sources 

may be compromised by causes such as noise, P
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whichsatisfiesrequestedQoI by end-user,
and capable of detecting and isolating some

Times (minutes) since 

ProposedProposedSolutionSolution:: AnalysisAnalysis FrameworkFramework andand SystemSystemArchitectureArchitecture

may be compromised by causes such as noise, 
drifts, calibration, and faults. 
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ˆ( ) ( ,..., )kF P F F= sensor misbehaviors in an on-line fashion.

ProposedProposedSolutionSolution:: AnalysisAnalysis FrameworkFramework andand SystemSystemArchitectureArchitecture
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At local tier:
• “State-space” model characterizes sensor responses .
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Global fault detector
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core QoI analysis engine

policy(ies)(libraries) Input
Pre-processing

model(s)

• Good enough?

• Normal bounds are defined for non-faulty behavior. 
• The model parameters are estimated for any new set Runtime
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(e.g., select best 

core QoI analysis engine

integration
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optimization
(e.g., select best 

deployment 

Detection
Test Tools

Output

• ….

• What if scenarios

• ….

• The model parameters are estimated for any new set 
of observations.

• For each time frame, data classifies to normal or one 
of predefined fault types.
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Output
Post-processing

• Deployment plan

of predefined fault types.

At global tier:
• Spatio-temporal correlation and redundancy are used Detection

Local

Local
Fault/[event] 

Detection
Hypothesis-testing based QoI analysis framework 

For a given well-defined event : 

• Spatio-temporal correlation and redundancy are used 
to distinguish faults from environmental changes.

• Fusion module leverages the fault information for 
Sensor 
network

Fault/[event] 
Detection

For a given well-defined event : 
• Model the characteristics of sensors and network
• Analyze their impact on the eventual QoI

• Fusion module leverages the fault information for 
robust estimate of the events of interest. 

• The estimate of event of interest is used to predict the 

• Mix and match different models for an optimized design
• Analyze their impact on the eventual QoI
• Mix and match different models for an optimized design

• The estimate of event of interest is used to predict the 
ideal sensor reading at that time, and is fed back to 
local tier for next step of the process.

ApplicationsApplications:: AcousticAcoustic EventEvent andand HotHot SpotSpot DetectionDetection

Scenario description and assumptions: 10 temperature sensors 

Hot Spot Intensity EstimationHot Spot Intensity EstimationAcoustic Event DetectionAcoustic Event Detection

Scenario description and assumptions:Scenario description and assumptions: Scenario description and assumptions: 10 temperature sensors 
are distributed at known locations to estimate the unknown 
intensity of a hot spot at known location.
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Scenario description and assumptions:
•4 acoustic sensors are at known locations.
•Acoustic event occurs at known location at 

Scenario description and assumptions:
•4 acoustic sensors are at known locations.
•Acoustic event occurs at known location at intensity of a hot spot at known location.

Robust intensity estimation approach:
•Local fault detector looks for parameters estimates which 
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unknown times and have a pulse shape 
signature and lasts for 10 minutes . 
•Sensor 1 is the closest one and faulty with a 

•Acoustic event occurs at known location at 
unknown times and have a pulse shape 
signature and lasts for 10 minutes . 
•Sensor 1 is the closest one and faulty with a •Local fault detector looks for parameters estimates which 

are out of the predefined normal bound and detects faults.
•Global fault detector averages the measured values of the 
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•Sensor 1 is the closest one and faulty with a 
gain of 0.5.
•Sensor 1 is the closest one and faulty with a 
gain of 0.5.
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Fault/event detection approach:
•Normal bounds for the state space model 
parameters ( with event or no event ) are 

Fault/event detection approach:
•Normal bounds for the state space model 
parameters ( with event or no event ) are 
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parameters ( with event or no event ) are 
defined based on the known event signatures. 
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estimates which are out of the normal bound.
•Global fault detector gives less weight to the 
nodes which are further from event and zero 

estimates which are out of the normal bound.
•Global fault detector gives less weight to the 
nodes which are further from event and zero 

P
ar

am
et

er
 B

 e
st

im
at

es

nodes which are further from event and zero 
weight to faulty nodes.
nodes which are further from event and zero 
weight to faulty nodes.

Time in minute


