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1 Introduction completely. With tens of thousands of extensions, oper-
ating system vendors cannot even identify them all, let
Despite decades of research in extensible operating syfione test all possible combinations used in the market-
tem technology, extensions such as device drivers remayce.
a significant cause of system failures. In Windows XP, The high cost and pervasive cause of unreliability re-
for example, drivers account for 85% of recently reportegwire systems to become highly tolerant of failures in
failures [17]. drivers and other extensions. Furthermore, the millions
This paper describes Nooks,raliability subsystem of existing systems executing thousands of extensions de-
that seeks to greatly enhance OS reliability by isolatinghand a reliability solution that is at onbackward com-
the OS from driver failures. Nooks isolates drivers withinpatible andefficientfor common extensions.
lightweight protection domains inside the kernel address T meet this requirement, we implemented Nooks, a
space, where hardware and software prevent them frofototype reliability subsystem, in the Linux operating
corrupting the kernel. After a fault, Nooks automaticallysystem_ We experimented with a variety of kernel exten-
restarts the failed extension. sion types, including several device drivers, a file system,
Our approach to reliability is practical. Rather thanand a kernel Web server. Using automatic injection of
guaranteeing complete fault tolerance through a new (argnthetic bugs[11], we show that Nooks can gracefully
incompatible) OS or driver architecture, Nooks preventgecover and restart the extension in 99% of the cases that
thevast majorityof driver-caused crashes wiittle orno  cause Linux to crash. For drivers — the most common ex-
changeto existing driver and system code. tension type — the impact on performance is low to mod-
Two factors motivated our research. First, computegrate. Finally, of the eight kernel extensions we isolated
system reliability remains a crucial but unsolved probwith Nooks, seven required no code changes, and one re-
lem [10,[14]. While the cost of high-performance com-quired only 13 lines of changes.
puting continues to drop, the cost of failures (e.g., down-
time on a stock exchange or e-commerce server, or the Related Work
manpower required to service a help-desk request in an
office environment) continues to rise. Our work differs from prior work on extensibility and re-
Second, extensions are a leading cause of operatitigbility in many dimensions. Nooks supports a conven-
system failure. Extensions are optional components thtibnal programming language, a conventional operating
reside in the kernel address space and typically commursiystem architecture, and existing extensions. It is trans-
cate with the kernel through published interfaces. In adsarent to the extensions themselves, supports recovery,
dition to device drivers, extensions include file systemsind imposes only a modest performance penalty.
virus detectors, and network protocols. As we mentioned, Several projects have isolated kernel components
drivers account for the majority of crashes in Windowghrough new operating system structures that require the
XP. In Linux, the frequency of coding errors is severOS and extensions be rewritten. Microkernéls| [20, 12,
times higher for device drivers than for the rest of the kei21] move extensions out of the kernel, so that an ex-
nel [5]. While the core operating system kernel reachetension failure does not necessarily crash the system.
high levels of reliability due to longevity and repeatedTransaction-based systems|[15] 16] allow the system to
testing, theextendedperating system cannot be testedecover its state efficiently following an extension fault.



extensions. The function lines jutting down represent the
OS Kernel changg;, if any, 'the extension writer makes to interface
| I I | a specific exten_s_lon_or extension class _to the system. In
- — generalno modifications should be required at this level,
5 2 5 2 s Nooks since transparency for existing extensions is our major
% é_ 2 '—§ g Isolation objective.
2 2 ©F T Manager A crucial property of this layer igansparencyi.e. to
— — meet our backward compatibility goals, it must be largely
IKerneII Extenlsions I invis?ble to existi_ng components. The reliability layer
provides four major functions transparently to the kernel

and extensions, as shown in Fig[ife 1: Isolation, Interpo-
sition, Object Tracking, and Recovery. We describe each
Figure 1: The Nooks Isolation Manager, a transparent OS ~ function below.

layer inserted between the kernel and kernel extensions.

3.1 Isolation

Type-safe programming languages and run-time Syg’_he system'ssolation mechanismgrevent extension er-
rors from damaging the kernel (or other isolated exten-

tems [3] can prevent many faults types from occurring.

However, no commercial OS to date is written in atype§|ons). Every isolated extension executes within its own

safe language. Hence, this approach does not prot @htweight kernel protection domairThis domain is an
' Xecution context with the same processor privilege as

against bugs in existing extensions. In contrast, Noo S . .

supports C, the language used to write most operatin: € iernell ?]Ut W'th(;'m'tid memory([ atiﬁess rtl_ghtli. Wh||led

systems and extensions today, e kernel has read-write access to the entire kernel ad-
agéess space, each isolated extension is restricted by vir-

Recent years have seen the development of softwt | memory brotection to read-onlv kernel nd
techniques that enforce code correctness properties, e. al memory protection 1o reac-on'y KErnel access a
ad-write access to its own data. This is similar to the

software fault isolation [19]. These technologies are at- anagement of address space in some sinale-address

tractive, but to date have only focused on isolation ang’ cego eratin rerid 4p 9

do not address recovery. Language-based techniques ?crs)ra_l_o trgn;felr gc?riltsrol b;t[vv]e)én protection domains, we

verifying the integrity of extensions in existing operatin . ) '
fying gy gop g eated a new kernel service called Edension Proce-

systems have proved effective at revealing programminfg{J . .
errors [9[7 1L B]. This static approach obviously com? ¢ Call (XPC) — a control transfer mechanism specif-

. ically tailored to isolating extensions within the kernel.
plements our own dynamic one. This mechanism resembles Lightweight Remote Proce-
. dure Call (LRPC)[[2] and Protected Procedure Call (PPC)
3 Design in capability systems [8]. However, LRPC and PPC han-
The goals of our design are first, to isolate extensionélle control and data transfer between mutually distrustful
so that the kernel is protected from extension faults, anigeers. XPC occurs between trusted domains but is asym-
second, to recover extensions after a fault, so that applicaetric (i.e., the kernel has more rights to the extension’s
tions depending on the extension can continue to execuéomain than vice versa).

In addition, our design must be backward compatible, sg iy
that it applies to existing operating systems and exter-2 INterposition
sions. Theinterposition mechanisnmsansparently integrate ex-
We protect the operating system from faulty devicdsting extensions into the Nooks environment. The in-
drivers by creating a new operating systeetiability terface between the extension, the reliability layer, and
layer that is inserted between the extensions and the GBe kernel is provided by a set wirapper stubghat are
kernel. The reliability layer mediates all interactions bepart of the interposition mechanism. The stubs provide
tween the extensions and the kernel to facilitate isolatiotmansparent control and data transfer between the kernel
and recovery. domain and extension domains. Thus, from the exten-
Figure[1 shows this new layer, which we call thesion’s viewpoint, the stubs appear to be the kernel's ex-
Nooks Isolation managerAbove the layer is the oper- tension APIl. From the kernel's point of view, the stubs
ating system kernel. The function lines jutting up intoappear to be the extension’s function entry points. The
the kernel represent kernel-dependent modifications, éxtension loader initiates interposition by linking an ex-
any, the OS kernel programmer makes to insert Nookgnsion against wrappers instead of the kernel. As a re-
into a particular OS. These modifications need only beult, a system administrator may choose, for each exten-
made once. Underneath the layer is the set of isolatesion, whether to use Nooks’ isolation services.
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3.3 Object Tracking [ Extension | Purpose ]

. . . sb SoundBlaster 16 driver
Theobject-tracking functioneversee all kernel resources es1371 Ensoniq sound driver
used by extensions. In particular, object-tracking code: €1000 Intel Pro/1000 Gigabit Ethernet driver
(1) maintains a list of kernel data structures that are ma- | pcnet32 AMD PCnet32 10/100 Ethernet driver
nipulated by an extension, (2) controls all modifications 3c59x | SCOM 3c59x series 10/100 Ethernet driver
to those structures, and (3) provides object information 3c90x | SCOM 3c90x series 107100 Ethernet driver

’ g p . | . VFAT Win95 compatible file system

for cleanup when an extension fails. An extension’s pro- KHTTPd In-kernel Web server

tection domain cannot modify kernel data structures di-
rectly. Therefore, object-tracking code must copy kernelable 1:The extensions isolated and the function that each
objects into an extension domain so they can be modperforms. Measurements are reported for extensions shown
fied and copy them back after changes have been appliddPold-

When possible, object-tracking code verifies the type and

accessibility of each parameter that passes between thg, experiments usgynthetic fault injectiof11] to in-
extension and kernel. sert faults into Linux kernel extensions. The injector au-
tomatically changes single instructions in the extension
code to emulate a variety of common programming er-
Therecovery functionsletect and recover from a variety rors, such as uninitialized local variables, bad parameters,
of extension faults. The system detectsadtware fault and inverted test conditions.
when an extension invokes a kernel service improperly,
and detects @ardware faultwhen the processor raises4 1.1 Types of Extensions Isolated
an exception during extension execution, e.g., when an
extension attempts to read unmapped memory or to wrild/e used Nooks to isolate three types of extensions: de-
memory outside of its protection domain. vice drivers, a kernel subsystem, and an application-
Recovery consists of two parts_ After a fault Occurs§p8CifiC kernel extension. The device drivers we chose
the recovery managereleases resources in use by thévere common network and sound card drivers, represen-
extension. Theuser-mode agentoordinates recovery tative of the largest classes of Linux drivers.
and determines what course of action to take. The re- The subsystem we chose was the VFAT file system,
covery manager is tasked with returning the system, inwhich is compatible with the Windows 95 FAT32 file
cluding the extension, to a clean state from which it cagystem[13]. While drivers tend to have a small num-
continue. Extensions executing in a lightweight kerneper of interfaces with relatively few functions, and hence
protection domain only access domain-local memory direquire few wrappers, the VFAT interface is larger and
rectly. All extension access to kernel resources is mafore complex than the device drivers’, and requires far
aged and tracked through wrappers. Therefore, the sy&ore wrapper.

tem can release extension-held kernel structures, such asLastly, we isolated an application-specific kernel ex-
memory objects or locks, during the recovery process. tension —the kHTTPd Web server [18]. KHTTPd resides

By default, the user-mode agent initiates full recovin the kernel so that it can access kernel network and
ery of faulting extensions by reloading and restarting théle system data structures directly, avoiding otherwise
extension. It can also change configuration paramete@xpensive system calls. Our experience with kHTTPd
replace the extension, or even disable recovery if the egemonstrates that our system can isolate even ad-hoc and

3.4 Recovery

tension fails too frequently. unanticipated kernel extensions.
Overall, we have isolated eight extensions, as shown
4 Reliability Evaluation in Tablg]. Seven of these extensions required no changes

to run under Nooks, while the eighth (kHTTPd) required
¢ liability by isolating the K | f changes to only 13 lines of code. We present reliability
prove system reliability Dy 1sofaling the Kernet from ;g performance results for five of the extensions rep-

extension failures, We use automated expenments ngenting the three extension types: sbh, e1000, pcnet32,
demonstrate that Nooks can detect and automatically 'OEAT and kHTTPd. Results for the remaining three
cover from faults in extensions. In these tests, Nooks r '

Qrivers are consistent with those presented.
covered from 99% of extension faults that would other- P

wise crash Linux.

The thesis of our work is that we can significantly im-

4.1.2 Test Environment

4.1 Test Methodology To measure reliability, we conducted a series of trials in
We tested our system on a variety of existing kernel exwhich we injected faults into extensions running under
tensions and artificially introduced bugs to induce faultswo different Linux configurations. In the first, called
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200 System Crashes 5 Performance Evaluation

75 This section presents benchmark results that evaluate the

160 performance cost of the our isolation services. Our ex-
periments use existing benchmarks and tools to compare
the performance of a system using Nooks to one that
does not. Our test machine is a Dell 1.7 GHz Pentium
4 PC running Linux 2.4.18. The machine includes 890
80 4 MB of RAM, a SoundBlaster 16 sound card, an Intel
Pro/1000 Gigabit Ethernet adapter, and a single IDE hard
disk drive. Our network tests used two similarly equipped

120 9

Number of crashes

52

407 machines.
10 0 Table[2 summarizes the benchmarks used to evalu-
ol T o o mmz 2 ate system performance. For each benchmark, we used
sb ©1000 penet32 VFAT KHTTPd our system to isolate singleextension, indicated in the
Extension under test second column of the table. We ran each benchmark on

) o _ native Linux without our system and then again on a ver-
Figure 2: The reduction in system crashes in 2000 fault- gjon of Linux with Nooks enabled. The table shows the
injection trials (400 for each extension) observed using our g|ative change in performance for Nooks, either in wall
system. In total, there were 365 system crashes in the native ¢|ock time or throughput, depending on the benchmark.
configuration and only five system crashes with Nooks. We also show CPU utilization measured during bench-

mark execution, as well as the rate of XPCs per second
incurred during each test. The table shows that our sys-

“native,” the isolation services were present but unusegem achieves between 44% and 100% of the performance
In the second, called “Nooks,” the isolation services wergs native Linux for these tests.

we ran 400 trials (S0 of each fault type) on the native corpoint of the XPC, the rate of XPCs offers a telling per-

figuration. In each trial, we injected five random error§ormance indicator. Thus, the benchmarks fall into three
into the extension and exercised the system, observifigoad categories characterized by the rate of XPCs: low
the results. We then ran those same 400 trials, each Wiflsquency (a few hundred XPCs per second), moderate

the same five errors, against Nooks. frequency (a few thousand XPCs per second), and high
frequency (tens of thousands of XPCs per second).

4.2 Test Results We present the resu_lts in two groups: device dri_vers
and other kernel extensions. The results are shown in Ta-
ble[2.

Not all fault-injection trials cause faulty behavior, e.g.,
bugs inserted on a rarely (or never) executed path wi
rarely (or never) produce an error. However, many trial

do cause failures, and we present the results for systefle ran three tests on our device drivers. The Play-
crashes. mp3 benchmark plays an MP3 file through the system’s
Figure[2 shows the number of system crashes causedund card. The Receive-stream test receives a stream
by our fault-injection experiments for each of the extenof 32KB TCP messages with an isolated Ethernet driver,
sions running on native Linux and Nooks. Of the 365and the Send-stream test sends a similar stream of mes-
crashes observed with native Linux, Nooks eliminatedages through an isolated Ethernet driver. Performance
360, or 99%. In the remaining five crashes the systemvas unchanged for the Play-mp3 test, due to its low XPC
deadlocked, which our system does not handle. Thesate.
remaining failures directly reflect our practical approach Performance for both Receive-stream and Send-
and are the cost, in terms of reliability, of an approaclstream dropped by only 10%, despite delivering almost
that imposes reliability on legacy extension and operaB00 Mb/s of data. The Receive-stream test performs only
ing systems code. These results show that Nooks is natmoderate number of XPCs, while the Send-stream test
only able to isolate extensions and prevent the OS fromerforms more than 60,000 per second. These XPCs
crashing, but also to automatically restart failed extenpush the Send-stream CPU utilization from 21% on na-
sions. Based on these results, we believe that our systeive Linux to 39% with Nooks. In contrast, the CPU uti-
can greatly improve the reliability of existing operatinglization for Receive-stream is unchanged. The reason for
systems. the additional XPCs is that the Ethernet driver requires

.1 Device Drivers



Benchmark Extension XPC Nooks Native Nooks
Rate Relative CPU CPU

(per sec)|| Performance|| Util. (%) | Util. (%)
Play-mp3 sb 150 100 4.8 4.6
Receive-stream €1000 (receiver)|| 8,923 92 15.2 155
Send-stream 1000 (sender) || 60,352 91 21.4 39.3
Compile-local VFAT 26,979 89 88.7 88.1
Serve-simple-web-page kHTTPd (server)|| 61,183 44 96.6 96.8

Table 2: The relative performance of Nooks compared to native Linux for six benchmark tests. CPU utilization is accu-
rate to only a few percent. Relative performance is determined either by comparing latency (Play-mp3, Compile-local) or
throughput (Send-stream, Receive-stream, Serve-simple-web-page).

a separate XPC for each packet sent. Incoming packetgpes of extensions, such as virus and intrusion detec-
though, are batched so the driver is able to receive sevetats, which are placed in the kernel to access or protect
packets with a single XPC. Despite the higher XPC rategsources otherwise unavailable from user level, would
much of the XPC processing on the sender is overlappedake better candidates as they do not represent system
with the actual sending of packets, mitigating some of thbottlenecks.

Nooks overhead. These results show that our system has Overall, Nooks provides a substantial reliability im-
only a negligible impact for device drivers with low andprovement at costs that depend on the extensions being
moderate XPC rates. When there is spare CPU capacityplated. For low and moderate XPC rate extensions,
our system can have a low performance impact even auch as sound drivers, Nooks has a negligible cost. For

drivers with high XPC rates. high XPC rate drivers, our system also has a low cost if
there is excess CPU capacity. Only for high rate exten-
5.2 Other Kernel Extensions sions, where there is little CPU capacity to absorb the

. . overhead, does Nooks cost become substantial. The reli-
Our two other tests are for non-driver extensions. As an, .. :
S o ! ability/performance tradeoff is thus one that can be made
indication of application-level file system performance

we measured the time to untar and compile the Linug" & case-by-case basis. For many computing environ-

kernel on a local VFAT file system isolated by Nooks.mems' given the performance °f,f_“°deT” systems, we be-
lieve that the benefits of Nooks’ isolation and recovery

The final benchmark illustrates the impact of Nooks on ~ .
. . services are well worth the costs.

the performance of transactional workloads. This bench-

mark uses KHTTPd on the server, isolated by Nooks, tg Conclusions

deliver static content cached in memory.

Table[2 shows that the compilation ran about 10%ernel extensions are a major source of failure in modern
slower when VFAT was isolated with our system. Inoperating systems. Nooks is a new reliability layer in-
this case, the CPU was heavily utilized in the native cas¢gnded to significantly reduce extension-related failures.
and there was no opportunity to overlap XPCs with othe®ur system uses software techniques and virtual mem-
work. Hence, the additional overhead due to Nooks isry protection to isolate kernel extensions, trapping many
directly reflected in the end-to-end execution time. common faults and permitting extension recovery. The

In contrast to VFAT, throughput for KHTTPd droppedNooks system focuses on achievibgckward compati-
almost 60% with Nooks. Two elements of the benchbility, that is, it sacrifices complete isolation and fault tol-
mark’s behavior conspire to produce such poor perfoerance for compatibility and transparency with existing
mance. First, the kKHTTPd server’s processor is the sykernels and extensions. Nevertheless, our work demon-
tem bottleneck. For example, when run natively, the&trates that itis possible to realize an extremely high level
server’'s CPU utilization is nearly 96%. Second, kHTTPaf operating system reliability with a performance loss
requires almost ten XPCs per request. Consequently, thenging from zero to just under 60%. Our fault-injection
high XPC rate slows the server substantially. experiments reveal that Nooks recovered from 99% of the

It is clear that kKHTTPd represents a poor applicatiofiaults that caused native Linux to crash.
of Nooks: it is already a bottleneck and performs many Our experience shows that: (1) implementation of a
XPCs. This service was cast as an extension so thatréliability layer is achievable with only modest engineer-
could access kernel resources directly, rather than inding effort, even on a monolithic operating system like
rectly through the standard system call interface. Sindeinux, (2) extensions such as device drivers can be iso-
Nooks’ isolation facilities impose a penalty on thosdated without change to extension code, and (3) isolation
accesses, performance suffers. We believe that otha@nd recovery can dramatically improve the system’s abil-
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ity to survive extension faults. Given the immense numfi1] M. Hsueh, T. K. Tsai, and R. K. Iyer. Fault injection
ber of crashes caused by device drivers and other kernel
extensions, we believe that Nooks can have a substantial
impact on the reliability of operating systems.
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